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1. Introduction

The essential part of public key cryptography is the use of one-way functions. These functions can be easily computed in
one direction, but their inverses are hard to compute. One-way functions are usually derived from computationally difficult
number theoretic problems, like the discrete logarithm problem and the factorization problem, among others. The best
known and most widely used one-way function is the modular exponentiation which constitutes the basis for various public
key cryptosystems [1,2].

Smith and Lennon in [3,4] proposed a new one-way function to design public key cryptosystems, namely the Lucas func-
tion, which is defined as follows. Let p be an odd prime and let F, be the finite field of order p. For a fixed element m < [,
consider the following second-order linear recurrence relation:

Vo(m) =2, Vi(m)=m, 1)
Vi(m) =mV,1(m) - Ve 2(m), t>2.

The sequence {V,(m)},t =0,1,..., is called Lucas sequence generated by m and the mapping,
t—Vi(m), t=0,

is called Lucas function.
It was shown in [3] that V,(m) = u* + u*,t > 0, where u and ! are the roots of the characteristic polynomial of Eq. (1),
i.e. f(X) = X* —mX + 1. The roots u and p' are given by the formulae,
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mivie—4d ., m-vie—4
N
If m? — 4 is a quadratic residue modulo p or zero, then both roots are in Fp, otherwise both roots are in F \ F,.

The security of cryptosystems based on the Lucas function relies on the difficulty of addressing the Lucas logarithm prob-
lem to the base m which is defined as follows. Given a prime p, any m € F, and z € {V.(m)}, where {V,(m)}, with t > 0, is the
Lucas sequence generated by m, find an integer x such that V,(m) = z.

The importance of the Lucas logarithm for modern cryptography is well-known [3-7]. Furthermore, the Lucas function
can be viewed as a generalization of the exponentiation function as it is shown in [5] to be a special form of the Dickson
polynomial. This fact triggered research on the computational equivalence of the Lucas logarithm and the discrete logarithm
problems [6,7] and it was recently shown in [7] that the security of the Lucas function is polynomial-time equivalent to the
generalized discrete logarithm problems. The hardness of the discrete logarithm problem is supported by a large amount of
research work [8-18] and as shown in [8,16,17] there are no low degree interpolation polynomials of the discrete logarithm
for a large set of given data. Similar work on polynomial representations and lower bounds on the degree of interpolation
polynomials of a function related to the Lucas problem is presented in [5]. Specifically, the exact formula of a polynomial
representing the Lucas logarithm is deduced and lower bounds on the degree of interpolation polynomials of the Lucas log-
arithm for subsets of given data are proved.

Finding a polynomial of low degree or low sparcity which represents the Lucas logarithm comprises a method for its fast
computation. To this end, in this contribution we study the Lucas logarithm problem through a different approach. Specif-
ically, we employ the Aitken and Neville inverse interpolation methods to address the problem at hand. An important char-
acteristic of these methods is that they internally determine the domain of the interpolated function. The results indicate
that the computational cost for addressing the problem in this setting remains high, but the appearance of low degree poly-
nomials that interpolate the Lucas logarithm value constitutes an interesting finding.

The rest of the paper is organized as follows. In Section 2, for completeness purposes, the Aitken and Neville inverse inter-
polation methods are briefly presented. In Section 3 the presented interpolation methods are applied for the Lucas function,
the experimental setup is described and results are reported. Finally, conclusions are derived in Section 4.

2. The Aitken and Neville inverse interpolation methods

Aitken and Neville interpolation methods, as well as the Lagrange method, are well-known and they are considered as the
state-of-the-art for interpolation of functions over real numbers [19]. In contrast to the Lagrange method, Aitken and Neville
methods are constructive in a way that permits the addition of a new interpolation point directly and with low computa-
tional cost. Thus, interpolation is initially applied to a small number of points and unless the required polynomial is found,
new interpolation points are added sequentially to the previously obtained polynomial with low cost. This advantage over
the Lagrange interpolation method and the fact that Aitken’s and Neville’s interpolation formulae can be applied in any field,
has motivated the investigation of their performance over finite fields [20].

Consider a function f(x) defined on a field F,x; € F,i =0, 1,...,n, be mutually different interpolation points and denote
fi=f(x;). Since in several cases, the values f;,i=0,1,...,n of a function y=f(x) at the corresponding points x;,
i=0,1,...,n, are given and the point x*, such that f(x*) = y*, is required, inverse interpolation methods for the function f
Table 1
Instances of the problems considered for the case of roots of the characteristic polynomial of the Lucas sequence in F, (Roots in F,) and in F,. (Roots in [Ff,)
# Problem D g Roots in F, Roots in [Fg

m z m z
1 101 2 3 82 4 14
2 599 7 3 365 5 23
3 1759 6 5 1701 4 14
4 2003 5 4 14 3 7
5 2411 6 3 7 6 34
6 2801 3 3 7 4 14
7 3001 14 4 2261 5 23
8 3313 10 4 902 5 23
9 3631 15 3 3419 4 14
10 4001 3 3 2990 4 14
11 4751 19 5 2178 11 119
12 5003 2 5 23 3 7
13 5881 31 4 3362 9 79
14 6007 3 5 1681 3 7
15 7001 3 3 5739 4 14
16 7841 12 3 6924 4 14
17 8011 14 3 7 5 23
18 8929 11 4 545 6 34
19 9001 7 4 8403 5 23
20 10,007 5 4 2627 5 23




54

E.C. Laskari et al./Applied Mathematics and Computation 209 (2009) 52-56

are used. Both Aitken and Neville interpolation methods can be applied for the inverse interpolation problem by simply
exchanging x; and y; in the corresponding formulae [19]. Thus, the formula of the inverse Aitken interpolation method is,

Po1,..mi(y) =

R
Vi = Ym)

where, in general, Pg;

1,..m(Y)
Poi, .m-1i(¥)

« denotes the Aitken polynomial that interpolates all points y,,y,, ...

verse Neville interpolation formula is,

Piii1, im(y) =

e

Viem — Y1)

Pi.i—l

Ym —

i+m-1 (Y)
Pi+1,i+2,,..,i+m(Y) Yiem

Yi—y
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m=0,....,n-1,
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3. Inverse Aitken and Neville interpolation for the Lucas logarithm

m=1,...,n,
i=0,....,(n—m),

5 Yigke

,¥i» While the corresponding in-

In this contribution we study the inverse Aitken and the inverse Neville interpolation methods over a shifted Lucas func-
tion, i.e. the function

f(t)y=V(m) -z

t>0,

Table 2
Results of the inverse Aitken and inverse Neville methods over 100 independent experiments for the case of roots in the field F,
Problem # Verifications # Points Used Pol. Degree

Mean Med SD Min Max Mean Med SD Min Max Mean Med SD Min Max
Aitken
1 46.97 30.00 51.12  0.00 326.00 32.47 28.50 2348  1.00 97.00 473 400 3.77 0.00 14.00
2 13458 105.00 12694 0.00 661.00 112.55 96.50 85.81 1.00 407.00 7.66 550 634 0.00 31.00
3 46438 314,50 500.02 0.00 3495.00 365.39 29350 302.84 1.00 1524.00 13.61 11.00 10.70 0.00 52.00
4 84.05 52.50 102.85 0.00 584.00 80.43 53.00 90.57 1.00 478.00 5.75 500 466 0.00 24.00
5 601.71 396.50 557.74 2.00 2849.00 489.61 368.50 370.75 4.00 1677.00 1850 16.00 1420 1.00 74.00
6 243.02 16450 23145 0.00 898.00 22530 162.50 203.31 1.00 76400 936 7.00 7.89 000 37.00
7 66.05 44.00 65.70  0.00 335.00 65.67 45.00 62.01 1.00 31400 535 4.00 4.67 0.00 19.00
8 41479  291.00 399.04 15.00 2483.00 372.23 279.00 313.86 17.00 1744.00 14.34 11.00 10.95 1.00 68.00
9 57465 439.00 520.08 2.00 2558.00 502.32 420.00 403.84 4.00 1803.00 16.19 13.00 12.13 1.00 61.00
10 81.65 52.00 88.25  0.00 575.00 80.91 53.50 8338 1.00 534.00 6.13 500 465 0.00 20.00
11 1115.85 594.00 131830 0.00 7572.00 876.33 56550 828.60 1.00 3786.00 1945 14.00 18.84 0.00 87.00
12 1237.94 1036.50 1023.22 2.00 4789.00 1021.75 941.00 727.05 4.00 3078.00 23.59 20.00 16.60 1.00 74.00
13 1529.05 959.00 1694.05 3.00 731000 1187.00 891.00 1087.87 5.00 4202.00 2193 16.00 19.67 1.00 98.00
14 1527.72 94750 185238 8.00 9698.00 1176.03 887.00 1051.08 10.00 4769.00 23.84 18.50 2097 1.00 107.00
15 1671.58 1029.00 1724.95 0.00 8898.00 1343.99 957.00 1132.74 1.00 5041.00 2637 21.00 2321 0.00 120.00
16 3715.67 3104.00 3289.47 65.00 18856.00 2597.46 2553.50 1722.80 67.00 7104.00 36.50 28.00 31.03 1.00 135.00
17 401.51 247.00 45412 1.00 2715.00 380.71 245.00 40440 3.00 2295.00 1299 10.00 10.67 0.00 47.00
18 237120 1656.50 2296.85 19.00 10017.00 1883.87 1518.00 1521.90 21.00 6039.00 28.75 21.00 2550 1.00 109.00
19 104829 651.50 1199.67 31.00 7100.00 926.81 627.00 924.16 33.00 4871.00 1992 1500 1725 1.00 82.00
20 2353.83 1845.50 1898.68 47.00 8071.00 1965.46 1692.00 139836 49.00 5515.00 27.60 22.0 22.80 1.00 102.00
Neville
1 47.61 47.50 49.23  0.00 278.00 33.02 31.50 23.10 1.00 89.00 4.61 350 389 0.00 16.00
2 181.90 152.00 176.20  0.00 968.00 142.16 114.00 107.05 1.00 478.00 924 7.00 7.28 0.00 28.00
3 443.11 380.50 43598 0.00 1958.00 35542 269.50 29437 1.00 1192.00 1137 9.00 883 0.00 42.00
4 88.90 90.00 86.86  0.00 438.00 86.28 59.00 79.70  1.00 395.00 525 350 457 0.00 18.00
5 627.15 554.00 519.77 13.00 312500 514.05 474.00 35792 1500 1760.00 1523 1150 12.00 1.00 46.00
6 240.76  171.00 238.60 0.00 1092.00 223.14 147.50 207.55 1.00 901.00 9.63 7.00 7.86 0.00 34.00
7 64.05 56.00 53.57  0.00 265.00 63.49 53.00 50.62 1.00 246.00 583 400 4.65 0.00 18.00
8 40636  367.50 434.64 2.00 2431.00 360.96 245.00 346.01 4.00 1689.00 11.96 9.50 10.60 1.00 48.00
9 594.15 53550 489.96 2.00 2448.00 52327 41750 391.60 4.00 1801.00 17.59 15.00 14.02 1.00 56.00
10 75.33 46.00 83.51 0.00 419.00 74.92 44.50 79.66 1.00 398.00 560 4.00 456 0.00 21.00
11 1203.58 99050 1413.61 0.00 7020.00 926.54 635.00 874.09 1.00 3645.00 19.15 15.00 17.59 0.00 117.00
12 1139.67 837.00 1305.51 2.00 9144.00 911.31 648.50 790.61 4.00 4167.00 2220 1850 19.20 1.00 99.00
13 1465.15 1181.50 1509.38 6.00 8697.00 1169.27 901.00 972.77 8.00 4533.00 2294 1750 18.60 1.00 76.00
14 1540.68 1527.00 1379.59 18.00 6942.00 1250.55 1023.00 932.83 20.00 4072.00 2429 20.50 19.00 1.00 79.00
15 1974.82 1880.00 2009.95 0.00 10388.00 1534.43 1291.00 1281.68 1.00 5434.00 29.09 21.00 23.76 0.00 94.00
16 383549 2762.00 3987.39 16.00 23017.00 2560.39 2389.50 1850.69 18.00 7430.00 39.72 32,50 33.01 1.00 138.00
17 357.01 286.50 375.17 1.00 2473.00 341.58 238.00 339.51 3.00 2122.00 1096 8.00 10.22 0.00 58.00
18 2405.76 1619.50 2704.83 6.00 18320.00 1862.98 1382.00 1557.72 8.00 7764.00 3241 25.00 27.33 1.00 175.00
19 978.87  627.00 108730 11.00 7372.00 875.50 677.00 844.18 13.00 5012.00 17.90 14.00 17.09 1.00 112.00
20 2476.01 2530.00 255421 18.00 19746.00 1994.78 2044.50 1551.64 20.00 8634.00 28.85 2550 22.83 1.00 89.00
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with z € [, which is not a bijection. Specifically, a polynomial that interpolates the function value f(t*) = 0 is required. Both
methods are constructive, thus the interpolation procedure begins by interpolating two function values of the function f(t)
for two random values of t. The resulting polynomial is evaluated at zero and the obtained value t, is verified by computing
f(t,). If f(t,) = O then ¢, is the Lucas logarithm to base m and the procedure is terminated, otherwise the value f(t,) becomes
a new interpolation point.

For the computation of the function f(t) two cases are considered with respect to the roots of the characteristic polyno-
mial of the Lucas sequence. If the roots are in the field F, then all computations are performed in the field F,. Alternatively, if
the roots are in the field Fj., then the modular exponentiations required to obtain the value V;(m) are performed in F..
3.1. Experimental setup and results

The inverse interpolation methods for the Lucas logarithm problem were tested for several primes p, primitive roots g
modulo p and base values m and z, for both cases of roots in F, and [, respectively. The instances of the problems consid-
ered are reported in Table 1, where “Roots in [,” values correspond to instances for the case of roots in the field F, and “Roots
in F2” values correspond to the case of roots in Fy.

The results over 100 independent experiments for each instance of the problem are given in Tables 2 and 3. In both tables,
the number of verifications (# Verifications), the number of points used (# Points Used), and the degree of the resulting poly-
nomials (Pol. Degree) are reported. Verifications refers to the number of times that a polynomial evaluation at zero is per-

Table 3
Results of the inverse Aitken and inverse Neville methods over 100 independent experiments for the case of roots in the field F
Problem # Verifications # Points Used Pol. Degree
Mean Med SD Min Max Mean Med SD Min Max Mean Med SD Min Max

Aitken
1 8.46 5.50 10.04  0.00 52.00 8.79 7.00 7.70  1.00 38.00 1.78 200 1.68 0.00 7.00
2 259.60 217.50 216.44 0.00 1029.00 188.77 183.50 125.91 1.00 485.00 11.70 950 861 0.00 39.00
3 79254 62550 666.09 2.00 2592.00 568.34 537.50 378.71 4.00 1367.00 18.39 16.50 1293 1.00 47.00
4 1002.74 72550 105357 6.00 7133.00 669.78 616.50 461.80 8.00 1948.00 1934 15.00 17.28 1.00 112.00
5 122130 816.50 1236.63 0.00 8447.00 819.35 703.00 55548 1.00 2333.00 2143 1850 1693 0.00 73.00
6 1216.80 80050 1328.68 2.00 7059.00 828.70 69250 64293 400 2583.00 1948 17.00 1538 1.00 84.00
7 1306.25 89450 1394.61 5.00 10001.00 906.64 777.00 658.66 7.00 2904.00 24.78 23.00 2042 1.00 131.00
8 46096  325.00 444.91 2.00 2506.00 40635 311.00 35057 4.00 1775.00 1492 13.00 1139 1.00 52.00
9 1852.59 968.50 2190.82 65.00 13735.00 1169.41 850.50 920.04 66.00 3557.00 28.13 2050 23.27 1.00 107.00
10 517.33  367.00 491.07 3.00 324400 46229 35050 377.75 5.00 2190.00 14.25 12.00 1063 1.00 48.00
11 641.66 49050 710.80 4.00 5491.00 562.10 469.00 508.02 6.00 3246.00 16.57 15.00 12.05 1.00 56.00
12 232247 2016.00 2028.76 3.00 11154.00 1637.83 1645.00 1089.07 5.00 4450.00 36.11 31.50 25.07 1.00 128.00
13 3349.57 2301.50 3346.93 2500 16341.00 212432 1896.50 1499.86 27.00 5527.00 35.01 27.50 27.40 1.00 131.00
14 2314.08 1489.50 2559.03 31.00 15257.00 1640.25 1329.50 1285.18 33.00 5537.00 27.70 23.00 24.11 1.00 126.00
15 3167.17 2457.50 3003.33 9.00 13716.00 220543 2077.50 1568.08 11.00 6065.00 35.16 2550 2945 1.00 130.00
16 3875.90 347050 3187.13 54.00 15872.00 271624 2797.00 1649.76 56.00 6795.00 41.02 3250 34.22 1.00 158.00
17 943.05 691.00 862.04 5.00 3881.00 852.02 665.50 722.69 7.00 3117.00 20.60 14.50 17.55 1.00 68.00
18 2272.53 1853.50 2076.25 10.00 11965.00 1841.48 1679.50 1397.48 12.00 6589.00 32.23 29.00 2649 1.00 112.00
19 3751.20 2800.50 3565.80 33.00 17037.00 2673.58 2415.00 1959.90 35.00 7579.00 37.28 26.50 34.72 1.00 168.00
20 4972.11 3962.50 4461.65 2.00 16878.00 3384.46 3297.50 2388.80 4.00 8165.00 50.69 39.50 41.17 1.00 174.00
Neville

7.36 8.00 7.57  0.00 33.00 7.93 6.00 6.17  1.00 29.00 177 200 158 0.00 6.00

1

2 269.56  164.00 34332 0.00 2083.00 178.21 14750 137.31 1.00 581.00 10.07 700 7.89 0.00 37.00
3 851.42  900.50 840.22 3.00 5562.00 580.66 463.00 403.11 5.00 1677.00 21.04 15.50 18.03 1.00 102.00
4 1133.77 1005.00 1110.86 4.00 5971.00 729.59 666.00 49348 6.00 1901.00 2238 18.00 17.16 1.00 85.00
5 1316.51 131250 122528 0.00 5497.00 868.04 790.00 57428 1.00 2157.00 21.65 17.50 16.85 0.00 75.00
6 1634.80 1316.50 1623.25 57.00 6694.00 1022.62 921.50 73633 57.00 2526.00 24.51 21.00 20.67 1.00 91.00
7 1502.49 1171.00 1403.31 5.00 6676.00 1014.02 950.00 709.49 7.00 2684.00 2392 1950 1791 2.00 79.00
8 365.08 33450 368.11 2,00 1871.00 33031 249.00 301.13 400 1439.00 12.18 10.00 937 1.00 46.00

9 1825.26 1353.00 2055.20 18.00 9359.00 1166.45 863.50 912,58 20.00 3335.00 28.32 20.50 26.26 1.00 122.00
10 72939 66050 71529 7.00 3595.00 619.75 506.50 516.94 9.00 2365.00 18.89 16.50 14.89 1.00 74.00
11 841.00 761.00 770.95 5.00 3295.00 72486 633.00 591.19 7.00 2399.00 20.08 16.00 15.18 1.00 69.00
12 2179.27 172750 2342.17 2.00 12466.00 1490.78 1290.50 115439 4.00 4572.00 26.64 20.00 23.14 1.00 112.00
13 3227.29 2515.00 2925.22 97.00 16257.00 2159.17 1978.00 1312.52 98.00 5489.00 35.71 31.00 28.66 1.00 147.00
14 2952.24 1982.00 3670.16 10.00 21967.00 1852.00 1375.00 1521.13 12.00 5844.00 29.04 21.00 24.87 1.00 112.00
15 3352.11 3112.00 3736.95 32.00 22103.00 221847 1899.50 1638.08 34.00 6685.00 33.77 29.00 28.86 1.00 158.00
16 3952.63 3453.50 4181.73 29.00 25482.00 2603.54 2453.50 1891.57 31.00 7552.00 39.48 3150 3231 1.00 150.00
17 951.18 112550 93990 3.00 5047.00 851.16 668.00 767.83 5.00 3723.00 21.73 16.50 1831 1.00 97.00
18 2132.81 1954.50 2372.73 25.00 18035.00 1709.60 1362.50 1370.63 27.00 7732.00 25.69 19.50 21.77 1.00 102.00
19 4891.85 3395.00 5014.92 94.00 27638.00 3171.10 288150 212646 96.00 8569.00 48.10 39.50 39.87 1.00 206.00

20 422156 4179.50 4096.85 35.00 20638.00 2999.15 2767.00 2112.28 37.00 8723.00 40.68 31.50 3138 1.00 146.00
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formed, to verify whether the outcome is equal to the Lucas logarithm to base m. Each verification requires one evaluation of
the function f(t), for a specific value of t.

The quantity “Points Used” refers to the number of interpolation points, y = f(t), employed by the procedure (and thus
evaluated) until the required polynomial is found. However, due to the constructive character of the interpolation methods,
the final polynomial may not interpolate all these points. Finally, “Pol. Degree” corresponds to the degree of the resulting
polynomial that interpolates the value of the Lucas logarithm. The number of interpolation points that are used to construct
the resulting polynomial is Pol. Degree + 1.

For each experiment, the two initial interpolation points are chosen randomly in the range [1,p — 1]. For each one of the
three quantities computed (Verifications, Point Used and Pol. Degree), the mean value (Mean), the median (Med), the stan-
dard deviation (SD), as well as, the minimum (Min) and the maximum (Max) values are reported.

The results indicate that both Aitken and Neville methods have similar behavior in finding the polynomial that interpo-
lates the Lucas logarithm value (for both cases of roots origin) and require about one third of the field cardinality for veri-
fications to obtain the polynomial, which is not small. However, an interesting finding that was also observed for the discrete
logarithm problem in [20], is the low degree of the resulting polynomials, i.e. a low degree polynomial that interpolates the
Lucas logarithm value exists.

In comparison to the results for the discrete logarithm problem [20], in the case of the Lucas logarithm problem the num-
ber of verifications required to find the proper polynomial is smaller than the corresponding one for the discrete logarithm
problem. The same holds for the polynomial degree, i.e. the degrees of the polynomials that interpolate the discrete loga-
rithm value are higher than that of the polynomials that interpolate the Lucas logarithm value. However, this is not the case
for the number of points used, as more points are evaluated for the Lucas logarithm problem.

4. Conclusions

The Lucas logarithm problem is of great importance for modern cryptography as the security of many cryptosystems re-
lies on it. Finding a polynomial of low degree or low sparcity that represents the Lucas logarithm is crucial. To this end, in this
contribution Aitken and Neville inverse interpolation methods are employed to tackle the Lucas logarithm problem. Specif-
ically, we apply inverse interpolation over values of the Lucas function to obtain a polynomial that interpolates the Lucas
logarithm value. Both Aitken and Neville methods have a constructive character enabling us to begin with two interpolation
points and to add new interpolation points directly with low cost. The results reported indicate that the computational cost
for addressing the Lucas logarithm problem is high. However, low degree polynomials that interpolate the Lucas logarithm
value exist in every tested instance. Finally, the results compared with the corresponding ones for the case of the discrete
logarithm [20] provide an interesting insight with respect to the computational equivalence of the two problems.
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