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ABSTRACT

Secret sharing schemes have attracted the attention of many
scientists aiming to distribute a secret among a group of participants
each of which has been given a share of the secret. To this end, in this
study, a hierarchical ramp secret sharing scheme is proposed. In the
proposed approach, the dealer distributes to each one of n participants a
share of the secret along with other unrelated items in an encrypted

form. None of the participants alone (or in smaller groups) is able to
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obtain the secret. In order to decrypt the secret, all the participants have
to perform a pairwise cooperation using numerical methods. The
proposed scheme is such as to allow the dealer to share the secret in a
way that the most significant participant holds the most meaningful
share. The participants are arranged in a bottom-up hierarchical
structure. Any small group of k < n participants is not in a position to
reconstruct the secret. The proposed scheme can be applied to various
issues related to transmission of encrypted messages where a hierarchy is

required. [
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