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Abstract

Most of the contemporary cryptographic systems are
based on mathematical problems whose solutions are gen-
erally intractable in polynomial time; such problems are
the discrete logarithm problem and the integer factoriza-
tion problem. In this contribution we consider the discrete
logarithm problem as an Integer Programming Problem.
Two Evolutionary Computation methods, namely the Par-
ticle Swarm Optimization and the Differential Evolution
algorithm, as well as the Random Search technique, are
employed as a first approach to tackle this new Integer
Programming Problem. Results indicate that this new ap-
proach is promising.

1 Introduction

Cryptography is indispensable in numerous developing
fields, such as electronic transactions, e-commerce, e-
business, e-voting and others, and has thus become a key
technology for the emerging information technologies so-
ciety.

A number of hard and complex computational prob-
lems have been motivated by public key cryptography.
The assumption that these problems are in general com-
putationally intractable in polynomial time forms the ba-
sis of the reliability of contemporary cryptosystems. Such
problems are the integer factorization problem related to

the RSA cryptosystem; the index computation or the dis-
crete logarithm problem related to the El Gamal cryp-
tosystem, as well as, to the Diffie–Hellman key exchange;
knapsack problems, and others [2, 4, 19, 20]. These
problems originate from different fields of mathematics,
including computational algebra, computational number
theory, probability, mathematical logic, Diophantine com-
plexity, algebraic geometry, etc.

The algebraic structures which are used for the rep-
resentation of cryptosystems are finite fields,Zp or
GF (p, k), ringsZN and finite groups, including groups
derived from elliptic curves. In general, computation on
such structures is very hard. For example, in a finite
field we cannot find a non-trivial topology, which renders
it a topological field (that is making addition and mul-
tiplication continuous functions). The same holds for a
non–trivial order or a non–trivial distance. Concepts like
“near”, “greater than”, “less than”, “approximation”,
“convergence”have no meaning in a finite field. This is
one of the reasons why finite fields are applied in cryptog-
raphy. Traditional computational tools are designed for
the approximation of real (complex) numbers, or func-
tions, and therefore cannot be directly applied to compu-
tations over finite fields.

The discrete logarithm problem (DLP) is defined as fol-
lows: given a primep, a generatorα ofZ∗p, and an element
β ∈ Z∗p, find the integerx, 0 6 x 6 p− 2, such that

αx ≡ β (mod p).
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The first efforts for the solution of the DLP led to the de-
velopment of algorithms like Shanks’s baby–step giant–
step algorithm, Pollard’s rho algorithm and their vari-
ants [15, 16, 22], which were later classified as generic.
These algorithms require at mostO(p1/2) group op-
erations and they are optimal sinceO(p1/2) has been
proved to be a lower bound for generic algorithms [24].
Non–generic algorithms, namely the index–calculus al-
gorithms, have also been developed. These algorithms
achieve a subexponential running time and the Num-
ber Field Sieve version [7] is the asymptotically fastest
known method for the computation of the discrete log-
arithms in prime fields. Its running time is given by
Lp[1/3, (64/9)(1/3)], where

Lp[ν, δ] = exp((δ + o(1))(log p)ν(log log p)1−ν).

A survey of the current state of the art in discrete loga-
rithms can be found in [11, 12].

In this contribution we consider the DLP as an Inte-
ger Programming Problem (IPP) and a first approach to
tackle it through Evolutionary Computation methods and
Random Search. Evolutionary Computation algorithms
are stochastic optimization methods that involve algorith-
mic mechanisms inspired by natural evolution and so-
cial behavior respectively. They can handle problems
that involve discontinuous objective functions and dis-
joint search spaces [5, 9, 21]. Commonly encountered
paradigms of such methods are Genetic Algorithms (GA),
Evolution Strategies (ES), Differential Evolution algo-
rithm (DE) and the Particle Swarm Optimization (PSO).
GA and ES are based on the principles of natural evolu-
tion. On the other hand, PSO is based on the simulation of
social behavior. Optimization techniques for real search
spaces can be applied on Integer Programming problems
through slight modification. Usually, the optimum solu-
tion is determined by rounding off the real optimum val-
ues to the nearest integer [18]. Early approaches in the di-
rection of Evolutionary Algorithms for Integer Program-
ming problems are reported in [6, 8].

In this paper we study the performance of two Evolu-
tionary Computation methods, namely PSO and DE, as
well as the Random Search technique to solve the DLP.
The rest of the paper is organized as follows. In Section
2 the PSO and DE algorithms are briefly described. In
Section 3 the formulation of the DLP as an optimization

problem is given and experimental results are reported. In
Section 4 conclusions and insights for further work are
derived.

2 The Evolutionary Computation
methods considered

For completeness purposes, in this section we briefly de-
scribe the two Evolutionary Computation methods.

PSO is a population–based algorithm that exploits a
population of individuals, to search promising regions of
the function space. In this context, the population is called
swarmand the individuals are calledparticles. Each par-
ticle moves with an adaptable velocity within the search
space, and retains in its memory the best position it ever
encountered. In theglobal variant of the PSO the best
position ever attained by all individuals of the swarm is
communicated to all the particles. In thelocal variant,
each particle is assigned to a neighborhood consisting of
a prespecified number of particles. In this case, the best
position ever attained by the particles that comprise the
neighborhood is communicated among them [3].

Assume aD–dimensional search space,S ⊂ RD, and
a swarm ofN particles. Thei–th particle is in effect a
D–dimensional vectorXi = (xi1, xi2, . . . , xiD)>. The
velocity of this particle is also aD–dimensional vector,
Vi = (vi1, vi2, . . . , viD)>. The best previous position
ever encountered by thei–th particle is a point inS, de-
noted byPi = (pi1, pi2, . . . , piD)>. Assumeg, to be
the index of the particle that attained the best previous
position among all the individuals of the swarm. Then,
according to theconstriction factorversion of PSO the
swarm is manipulated using the following equations [1]:
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wherei = 1, 2, . . . , N ; χ is the constriction factor;c1

andc2 denote thecognitiveandsocialparameters respec-
tively; r1, r2 are random numbers uniformly distributed in
the range[0, 1]; andt, stands for the counter of iterations.
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The value of the constriction factor is typically obtained
through the formulaχ = 2κ/|2 − φ −

√
φ2 − 4φ|, for

φ > 4, whereφ = c1 + c2, andκ = 1. Different con-
figurations ofχ as well as a theoretical analysis of the
derivation of the above formula, can be found in [1].

In a different version of PSO, a parameter calledinertia
weight, is used, and the swarm is manipulated according
to the formulae [3, 9, 23]:
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wherei = 1, 2, . . . , N ; andw is the inertia weight, while
all other variables are the same as in the constriction fac-
tor version. There is no explicit formula for the determi-
nation of the factorw, which controls the impact of the
previous history of velocities on the current one. How-
ever, since a large inertia weight facilitates global explo-
ration (searching new areas), while a small one tends to
facilitate local exploration, (fine–tuning the current search
area) it appears intuitively appealing to initially set it to a
large value and to gradually decrease it to obtain more re-
fined solutions. The superiority of this approach against
the selection of a constant inertia weight, has been exper-
imentally verified [23]. Thus, an initial value around1.2
and a gradual decline toward0.1 can be considered as a
good choice forw.

Proper fine–tuning of the parametersc1 andc2, results
in faster convergence and alleviation of local minima. As
default values,c1 = c2 = 2 have been proposed, but ex-
perimental results indicate that alternative configurations,
depending on the problem at hand, can produce superior
performance [9, 13].

Typically, the swarm and the velocities, are initialized
randomly in the search space. For uniform random initial-
ization in a multidimensional search space, a Sobol Se-
quence Generator can be used [17]. Recently, the perfor-
mance of the PSO method for the IPP was studied in [10]
with very promising results.

The DE algorithm has been developed by Storn and
Price [25]. It is a parallel direct numerical search method,
which utilizesN , D–dimensional parameter vectorsxi,G,
i = 1, . . . , N , as a population for each iteration (genera-
tion) of the algorithm. The initial population is taken to

be uniformly distributed in the search space. At each gen-
eration, themutationandcrossover(recombination) op-
erators are applied on the individuals, giving rise to a new
population, which is subsequently subjected to the selec-
tion phase.

According to themutation operator, for each vector
xi,G, i = 1, . . . , N , amutant vectoris generated through
the equation:

vi,G+1 = xr1,G + F (xr2,G − xr3,G), (5)

wherer1, r2, r3 ∈ {1, . . . , N}, are mutually different ran-
dom indexes, and,F ∈ (0, 2]. The indexesr1, r2, r3, also
need to differ from the current index,i. Consequently, to
apply mutation,N must be greater than, or equal to,4.

Following the mutation phase, the crossover operator is
applied on the population. Thus, atrial vector,

ui,G+1 = (u1i,G+1, u2i,G+1, . . . , uDi,G+1), (6)

is generated, where,

uji,G+1 =
{

vji,G+1,if (randb(j) 6 CR) or j = rnbr(i),
xji,G, if (randb(j) > CR) andj 6= rnbr(i),

(7)
where,j = 1, 2, . . . , D; randb(j), is thej–th evaluation
of a uniform random number generator in the range[0, 1];
CR is the (user specified) crossover constant in the range
[0, 1]; and,rnbr(i) is a randomly chosen index from the
set{1, 2, . . . , D}.

To decide whether or not the vectorui,G+1 will be a
member of the population of the next generation, it is
compared to the initial vectorxi,G. Thus,

xi,G+1 =
{

ui,G+1, if f(ui,G+1) < f(xi,G),
xi,G, otherwise.

The procedure described above is considered as the
standard variant of the DE algorithm. Different mutation
and crossover operators have been applied with promis-
ing results [25]. In order to classify the different vari-
ants, the schemeDE/x/y/z is used, wherex specifies
the mutated vector (“rand” for randomly selected indi-
vidual or “best” for selection of the best individual);y is
the number of difference vectors used; and,z denotes the
crossover scheme (the scheme described here is due to in-
dependent binomial experiments, and thus, it is denoted as
“bin”) [25]. According to this description scheme, the DE
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Figure 1: Plot of the functionf(x) = αx − β (mod p),
for p = 101, α = 2 andβ = 34.

variant described above is denoted asDE/rand/1/bin.
One highly beneficial scheme that deserves special atten-
tion is theDE/best/2/bin scheme, where

vi,G+1 = xbest,G + F (xr1,G + xr2,G − xr3,G − xr4,G).

The usage of two difference vectors seems to improve the
diversity of the population, ifN is large enough.

3 Problem formulation and experi-
mental results

The discrete logarithm problem (DLP) can be formulated
as the minimization of a function

f : Z∗p 7→ {0, 1, . . . , p− 1},
where

f(x) = αx − β (mod p),

p is a given prime,α is the generator ofZ∗p andβ ∈ Z∗p
also given. The global minimum of the functionf is
zero and the corresponding global minimizer is the dis-
crete logarithm ofβ to baseα modulop. Thus, the DLP
is transformed to an IPP on a bounded set. The global
minimizer of f is unique sinceα is a generator. Notice
that the value off for a given integerx can be easily ob-
tained by the repeated square–and–multiply algorithm for
exponentiations inZn [11]. Although, the DLP can be
considered as an one-dimensional minimization problem,

it is not an easy task. The functionf produced by the DLP
exhibits almost pseudo random behavior. For example, an
illustration of the functionf for p = 101, α = 2 and
β = 34 is given in Fig. 1. Furthermore, the safety of the
cryptosystems based on the DLP requires large encryp-
tion keys. The size of the encryption keys is proportional
to the number of digits of the prime numberp of the DLP.
Thus, in the minimization off we are mostly interested
in large primesp which make the optimization procedure
quite difficult. An optimization algorithm capable of find-
ing the global minimizer off for large primesp with the
smallest cost, suffices to break all the cryptosystems based
on the corresponding discrete logarithms.

The two Evolutionary Computation methods consid-
ered, were applied on the DLP by rounding off real val-
ues to the nearest integer. The global and local PSO
variants of both the inertia weight and the constriction
factor versions, as well as theDE/rand/1/bin and
DE/best/2/bin variants of the DE algorithm, have been
used. Random Search technique has also been tested. For
the velocity of the PSO method a lower boundVmin = 1
has been set to prevent premature convergence to local
minima. All populations were constrained in the feasible
region of the problem.

The performance of the methods was investigated for
prime numbersp, in p = 1009 to p = 1000003. For
each prime numberp considered,100 independent runs
were performed and the corresponding results are exhib-
ited in Tables 1,2. Concerning the notation used in the
Tables; PSOGW corresponds to the global variant of PSO
method with inertia weight; PSOGC is the global vari-
ant of PSO with constriction factor; PSOLW is PSO’s
local variant with inertia weight; PSOLC is PSO’s local
variant with constriction factor, DE1 corresponds to the
DE/rand/1/bin and DE2 to theDE/best/2/bin vari-
ants of DE method. Random Search results are denoted as
RS. A run is considered to be successful if the algorithm
has identified the global minimizer within a prespecified
number of function evaluations. Two function evaluation
thresholds are imposed,log2

2 p and log3
2 p. The success

rates of each algorithm considered, that is the proportion
of the times it achieved the global minimizer within the
prespecified thresholds, are reported in the Tables. From
the percentagec% of success rates reported, it is clear that
the DLP can be broken if100/c times the corresponding
threshold function evaluations are performed. In Fig. 2
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the total computational cost required to break the DLP for
various primes is exhibited in logarithmic scale.

Success rate for
Problem Method 6 log2

2 p 6 log3
2 p

PSOGW 7% 61%
PSOGC 6% 63%

p = 1009 PSOLW 3% 55%
α = 11 PSOLC 7% 60%
β = 337 DE1 4% 37%

DE2 1% 45%
RS 15% 68%
PSOGW 4% 60%
PSOGC 7% 68%

p = 2003 PSOLW 5% 63%
α = 5 PSOLC 6% 63%
β = 668 DE1 5% 23%

DE2 1% 24%
RS 9% 46%
PSOGW 3% 20%
PSOGC 2% 21%

p = 3001 PSOLW 3% 17%
α = 14 PSOLC 2% 18%
β = 1001 DE1 1% 15%

DE2 1% 8%
RS 3% 36%
PSOGW 3% 28%
PSOGC 3% 14%

p = 4001 PSOLW 2% 27%
α = 3 PSOLC 3% 15%
β = 1334 DE1 1% 8%

DE2 1% 10%
RS 2% 33%
PSOGW 1% 20%
PSOGC 2% 35%

p = 9973 PSOLW 2% 15%
α = 11 PSOLC 3% 28%
β = 3324 DE1 1% 11%

DE2 0% 5%
RS 5% 21%

Table 1: Success rates of each method for two different
thresholds of function evaluations forp = 1009 to p =
9973.

4 Conclusions

Most of the contemporary cryptographic systems are
based on mathematical problems whose solutions are gen-
erally intractable in polynomial time. The discrete loga-
rithm problem is one of these problems and is related to
the El Gamal cryptosystem and to the Diffie–Hellman key
exchange. In this paper the discrete logarithm problem
is formulated as an Integer Programming Problem which
is further addressed as a minimization task. For this pur-
pose two Evolutionary Computation methods, the Particle
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Figure 2: Computational cost required to break the DLP
for various primes, in logarithmic scale.

Success rate for
Problem Method 6 log2

2 p 6 log3
2 p

PSOGW 1% 23%
PSOGC 1% 20%

p = 10007 PSOLW 1% 24%
α = 5 PSOLC 1% 20%
β = 3336 DE1 1% 10%

DE2 0% 6%
RS 2% 27%
PSOGW 0% 3%
PSOGC 1% 7%

p = 99991 PSOLW 0% 3%
α = 6 PSOLC 1% 5%
β = 33330 DE1 0% 4%

DE2 0% 2%
RS 1% 3%
PSOGW 0% 2%
PSOGC 0% 2%

p = 500029 PSOLW 0% 2%
α = 6 PSOLC 0% 3%
β = 166676 DE1 0% 2%

DE2 0% 0%
RS 0% 2%
PSOGW 0% 1%
PSOGC 0% 2%

p = 1000003 PSOLW 0% 1%
α = 2 PSOLC 0% 2%
β = 333334 DE1 0% 0%

DE2 0% 0%
RS 0% 0%

Table 2: Success rates of each method for two different
thresholds of function evaluations forp = 10007 to p =
1000003.

Swarm Optimization and the Differential Evolution algo-
rithm, as well as Random Search technique, were used.
Evolutionary Computation techniques have the advantage
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that they do not require gradient information and can oper-
ate on discontinuous and disjoint search spaces [13]. The
performance of these methods was tested on several in-
stances of the problem and the obtained results indicate
that this problem can be confronted in time no more than
subexponential. A significant advantage of these meth-
ods is that they can be readily parallelized thereby reduc-
ing significantly the time required for their execution [14].
This paper presents the first results of an ongoing research
effort. Numerous issues remain unresolved. Most im-
portantly the performance of the algorithms on very large
prime numbers need to be investigated.
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