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Abstract—A vast number of factors influence the applicability
of machine learning methods and the use of statistical models
for a given task. The existence of outliers in a data set is a
common issue that needs to be tackled. The identification of
such values is a difficult, yet very useful project. In many cases
errors or dissimilar values to the majority of the data are useless.
Nevertheless, valuable information can be hidden in outliers’
set. During the last years, although several models have been
developed for outlier detection, there is always space for new,
intelligent, more efficient and less time consuming techniques for
this issue. In the present work we provide a new ensemble method
for outlier detection. In order to test the proposed methodology,
comparisons are made with widely used techniques for outlier
detection. The results obtained indicate that our model is robust
and quite competitive to the other methods.
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I. INTRODUCTION

A common problem that is observed in data sets is the presence
of outliers or anomalies. This problem is quite common and
can significantly affect the performance of machine learning
algorithms or statistical models [1]. The rapid growth over
the last decade in the field of materials and technologies have
made handling of big data possible. Consequently, big amounts
of data can be used in the domain of Computer Science and
thus, useful results can be drawn. Furthermore, new strategies
and models belonging in the domain of Machine Learning
and Data Mining make the reliable data necessary. This issue
is important, in order to build accurate, intelligent and quick
Computing Systems.

The terms outlier or anomaly or exception or discordant
are often used for this type of data [2]. In most cases the first
two of them are widely accepted and recognized. An important
question that requires an answer is the following: “What kind
of data are the outliers?” These data are frequently errors in
recorded values or exceptions and thus, do not characterize the
common functioning of the majority data. As a consequence,
a really useful transaction is to perform an outlier removal

technique in preparation to further proceeding. Although one
might think that outliers are useless, this is not always true,
since outliers can provide substantial information about exist-
ing anomalies in the data set. Therefore, the identification of
outliers is a beneficial task due to the additional information
that they can provide as with about a given data set.

The importance of a “clean” data set can be easily under-
stood if the desired good generalization ability of a Machine
Learning method is taken into account. If a data set is complex
or huge or is having specific other problems, then the method
under construction is possible to give poor results concerning
unknown data. Generally, in the field of Machine Learning
we are interested in predicting an outcome specified by some
data [3] and many techniques used in Machine Learning can
be seen as typical probabilistic methods. Machine Learning
shares also similarities with Statistics as researchers care about
good predictions. In addition, computational efficiency plays
an important role in the construction of an algorithm [3].
Typically, the scope is either to provide some initial insights
linked to an application field where minor a priori knowledge
exists or, in addition, to be able to forecast quickly and
accurately future observations.

In the literature univariate and multivariate outliers have
been considered [4]. Univariate outliers concern a single
feature in one dimensional space, while multivariate outliers
concern many features in a multi-dimensional area. In order to
tackle the problem of outlier identification or outlier removal a
plethora of techniques have been developed. These techniques
are categorized as [4]: (a) Supervised: When the data set is
divided into two labeled sets, one as normal and a second
one as abnormal and include the training of a classifier,
(b) Unsupervised: When outliers are detected in an unlabeled
test data set, assuming that the majority of the data in the
set are normal and (c) Semi-supervised: When a method is
constructed introducing normal behavior from a given normal
training data set, and then examine the probability of a test
example to be produced by the learned algorithm.

In the paper at hand a new methodology is proposed, in
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order to examine whether an instance is an outlier or not. To
test our method, well-known and widely used outlier detection
techniques have been applied for comparisons. The experimen-
tal results obtained strongly indicate that the provided scheme
is robust and provides competitive results.

The rest of our paper is organized as follow: In Section II
related works as well as well-known algorithms and techniques
that tackles the problem of outlier detection are presented. In
Section III our ensemble method and the proposed methodol-
ogy are analyzed along with the experimental results. Finally,
Section IV discusses the concluding remarks and some future
research work.

II. RELATED WORKS AND WELL-KNOWN TECHNIQUES

As it has already been pointed out in the introduction of
the current work, the issue of the outlier detection or/and
elimination is a very important task, and it is related to
many Data Mining projects [5], [6], [7]. Towards this goal
many methods have been recently developed. We review the
most reliable and well-known models for the outlier detection
problem. For convenience these methods are categorized and
presented into six classes.

A. Nearest neighbor based methods

The most well-known algorithms in this category are the k-
Nearest Neighbors (kNN) Detector and the AveKNN [8]. In
details, for an instance, the former algorithm evaluates the
distance to its k-th nearest neighbors. This distance is the
outcome result-score which is the mechanism to count the
density. In the latter method, three kNN detectors can be used:
(a) Firstly, the largest: In this detector the distance to the k-th
neighbor is thought as the outlier measurement, (b) Secondly,
we consider the mean: In this strategy the average of all kNN
is used as the outlier score and (c) Finally, we consider the
median detector: In this approach the median of the distances
is used as the outlier outcome.

Recently, an unsupervised model named Histogram-Based
Outlier Score (HBOS) has been developed [9]. In this approach
the main idea is based on histograms as indicated by their
name. In particular, the model considers self-determination of
the features producing a very fast method in relation to other
multivariate methods in terms of the cost of less accuracy.

In [10] a model that is based on the Local Outlier Factor
(LOF) has been developed. This method identifies anomalies in
multidimensional data sets. The above mentioned factor points
out whether an element is an outlier or not. Thus, the algorithm
evaluates the local deviation of density of a particular point in
relation to its neighbors. Accurately, locality is specified by
kNN, whose distance is used in order to evaluate the local
density. Through this comparison of the local density of an
example to the densities of its neighbors, one can detect cases
that have a considerably lower density than their neighbors.
These values are evaluated as anomalies.

B. Probabilistic methods

In [11] the authors have developed a model that it can
be applied in high-dimensional data sets and differs from

distance based approaches. Specifically, the so-called Angle-
Based Outlier Detection (ABOD) model uses angles instead of
distances. In general, the angle provides a more robust measure
than the distance in the case of high-dimensional data. The
authors have observed that the angle variance is more accurate
and in order to speed up the overall process, a subset of data
has been used for evaluation.

An outlier detection approach named Stochastic Outlier
Selection (SOS) has been provided in [12]. It is a stochastic
method and it is based on affinity in order to determine the
relation between the data. Affinity accounts for the amount of
similarity between two values. Thus, a data value is estimated
as outlier if the affinity amount to all the other points is poor.

A combination of the Mahalanobis Squared Distance
(MSD) and the Minimum Covariance Determinant (MCD)
covariance estimator has been used in [13] in order to produce
a method for anomaly detection. In particular, if a value is not
included in any cluster, then it is considered as outlier. From
the statistical point of view the estimator of the Minimum
Distribution Coefficient can only be applied to data from the
Gaussian distribution, but could also be satisfactorily used for
data from a unimodal symmetric distribution.

C. Subspace based methods

The well-known and widely used Principal Component Anal-
ysis (PCA) has been used in [14] in order to detect anomalies
in a given data set. In this approach, the eigenvectors of the
data covariance matrix with high eigenvalues validate most of
the variance in the data. Accordingly, the dimensionality is
reduced and a hyperplane is created by k eigenvectors of the
major components which capture most of the variance in the
data. Anomalies that are quite dissimilar to the normal data
values are measured both with their distance from the major
and the minor components.

In [15] a Subspace Outlier Detection (SOD) method which
tackles the outlier identification problem in different sub-
classes of a high dimensional space has been developed. Using
this method is not possible to find an outlier in the starting
data space. Thus, for each data, SOD searches the axis-parallel
subspace in order to find out how much the object differs from
the neighbors in this subspace.

D. Ensemble methods

A model that does not depend on distances or density measures
have been given in [16]. Specifically, the provided method,
is called Isolation Forest (iForest) and distinguishes outliers
based on the idea of isolation. A fact worth noting is that
iForest is capable to take advantage of sub-sampling. This
algorithm can reach a small linear time complexity as well
as a small memory-requirement. In addition, it can handle
effectively two frequently observed phenomena, namely: the
swamping and the masking.

An ensemble, unsupervised method which is based on
local regions near a test instance, named LSCP (Locally
Selective Combination in Parallel Outlier Ensembles) has been
presented in [17]. Specifically, the local region is determined
in order to be the collection of the nearest training data in
randomly sampled feature subclasses which take place more
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often than a determined threshold over multiple iterations. The
usage of the local region has the consequence of a local pseudo
ground truth is clarified and the Pearson correlation is intended
between each main detector’s training anomaly outcomes and
the pseudo ground truth. Moreover, a histogram is created
by the Pearson correlation outcomes. Finally, the concluding
outcome is the average anomaly score of the selected qualified
detectors.

In [18] a novel approach which detects outliers, com-
bining the decision of multiple outlier algorithms for high-
dimensional and noisy data sets have been proposed. As a
result, diverse outlier scores have been observed. A Feature
Bagging (FB) detector has been used as a meta estimator that
adjusts an amount of base detectors on diverse sub-samples of
the original data set and use averaging or other combination
models in order to reach a better forecasting accuracy and to
avoid the affect of over-fitting.

E. Classifier based methods

In [19] the authors have proposed a model, named One-Class
Support Vector Machine (OCSVM), that is similar to the well-
known support vector method in order to detect the outliers
of a data set. Thus, the option of a kernel is required as well
as a scalar parameter. More often the choice of RBF kernel is
preferred.

F. Clustering based methods

An introduction of a new approach named Cluster-Based
Local Outlier Factor (CBLOF) has been presented in [20].
The model that used CBLOF has been called FindCBLOF
method and the experimental results have been shown that
the provided method is quite competitive in comparison to
other clustering variations. In particular, the proposed model
takes into consideration the original data set and the clustering
algorithm. The outlier score is then delivered based on the size
of the cluster the data reside in as well as the distance from
the nearest large cluster.

III. PROPOSED METHODOLOGY AND EXPERIMENTAL

RESULTS

Ensemble methods are models that researchers increasingly
trust. This is due to the fact that these methods can be
empirically built and they combine the decisions of reliable
methods in order to make an even more reliable and efficient
final model. Numerous methods have been presented for the
creation of such a set of classifiers [21]. In this section we
analyze a new ensemble method for outlier identification. In
the sequel, we provide the methodology that is adopted in our
method. The proposed methodology, which constitutes a six-
step strategy, is exhibited in the following Algorithm I.

It is worth mentioning that the proposed ensemble model
can simply be parallelized using a detector per machine.
Parallel and distributed computing is of great significance for
practitioners, since when taking advantage of a parallel or a
distributed implementation a methodology may: i) increase its
speed, and ii) extend the range of applications where it can be
used (i.e., the model can process more data).

It is also worth noting that the time complexity of the
selection of the best subset of detectors increases with respect

to the number of base detectors that are used. From this
point of view the heuristic rule to test the algorithms using
a small subset of the training set decreases the computational
complexity. The detectors that are initially used for building
the ensemble are tested in a small subset of the training set
and only the best three participate to the final decision of the
ensemble model.

Algorithm I: Proposed methodology
1 : A sample of about 20% of the initial set of data is extracted.

2 : The extracted data set is divided at random into three equal
or almost equal parts.

3 : Two of these three parts are used for training of detectors
and the remaining data are used as the testing set.

4 : The outcome of three tests are averaged.

5 : The three algorithms that have obtained the best ROC
performance are selected in order to build a strong final
method.

6 : The three best algorithms are executed on the whole initial
set to produce the prediction model by averaging scores of
all detectors.

For a simplified illustrative example the aforementioned
methodology is exhibited in the Fig. 1 below.

Fig. 1. A simplified illustrative example

Consider an initial data set with n = 400 data points where
the outlier fraction is ofraction = 0.25. Thus, we have
ninliers = 300 points and noutliers = 100 points. Next, as
indicated at Step 1, 80 sample data points are randomly taken.
Then, the extracted data set, according to Step 2, is divided
into three parts with 27, 27 and 26 data points. At Step 3,
two of the above mentioned sets are used as training sets,
while the remaining one is used as the test set. Specifically,
the black points in Fig. 1 illustrate the true outliers of the data,
while the white ones denote the inliers. The outcomes of the
three tests are averaged as it is introduced at Step 4. Next, the
three efficient and effective learners (in our case, the CBLOF,
the IForest and the HBOS were the three algorithms with the
best ROC performance for the given example) are combined
in order to built a stronger final classifier. Our methodology
terminates at Step 6, where the best algorithms are executed on
the whole initial data and the points that are included within
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TABLE III. RANKINGS OF THE ALGORITHMS USING THE FRIEDMAN

TEST (USING ROC)

Rank Algorithm
2.43750 Proposed
6.43750 CBLOF
6.96875 IForest
7.00000 KNN
7.40625 MCD
7.43750 HBOS
7.62500 OCSVM
7.71875 LSCP
7.81250 AveKNN
8.59375 PCA
9.31250 SOD
9.56250 ABOD
9.56250 FB
9.62500 LOF
12.5000 SOS

TABLE IV. POST-HOC BONFERRONI-DUNN (USING PROPOSED AS

CONTROL METHOD - USING ROC)

Comparison Statistic Adjusted p-value Result
Proposed vs SOS 6.36408 0.00000 H0 is rejected
Proposed vs LOF 4.54577 0.00008 H0 is rejected
Proposed vs ABOD 4.50625 0.00009 H0 is rejected
Proposed vs FB 4.50625 0.00009 H0 is rejected
Proposed vs SOD 4.34813 0.00019 H0 is rejected
Proposed vs PCA 3.89355 0.00138 H0 is rejected
Proposed vs AveKNN 3.39945 0.00945 H0 is rejected
Proposed vs LSCP 3.34016 0.01172 H0 is rejected
Proposed vs OCSVM 3.28086 0.01449 H0 is rejected
Proposed vs HBOS 3.16228 0.02192 H0 is rejected
Proposed vs MCD 3.14251 0.02345 H0 is rejected
Proposed vs KNN 2.88558 0.05470 H0 is accepted
Proposed vs IForest 2.86581 0.05823 H0 is accepted
Proposed vs CBLOF 2.52982 0.15977 H0 is accepted

TABLE V. RANKINGS OF THE ALGORITHMS USING THE FRIEDMAN

TEST (USING PRC)

Rank Algorithm
2.50000 Proposed
6.75000 IForest
6.87500 CBLOF
7.12500 OCSVM
7.34375 KNN
7.56250 HBOS
7.68750 AveKNN
7.78125 LSCP
9.00000 FB
9.06250 SOD
9.21875 PCA
9.28125 MCD
9.37500 ABOD
9.40625 LOF

11.03125 SOS

TABLE VI. POST-HOC BONFERRONI-DUNN (USING PROPOSED AS

CONTROL METHOD - USING PRC)

Comparison Statistic Adjusted p-value Result
Proposed vs SOS 5.39564 0.00000 H0 is rejected
Proposed vs LOF 4.36790 0.00018 H0 is rejected
Proposed vs ABOD 4.34813 0.00019 H0 is rejected
Proposed vs MCD 4.28884 0.00025 H0 is rejected
Proposed vs PCA 4.24931 0.00030 H0 is rejected
Proposed vs SOD 4.15049 0.00046 H0 is rejected
Proposed vs FB 4.11096 0.00055 H0 is rejected
Proposed vs LSCP 3.34016 0.01172 H0 is rejected
Proposed vs AveKNN 3.28086 0.01449 H0 is rejected
Proposed vs HBOS 3.20181 0.01912 H0 is rejected
Proposed vs KNN 3.06346 0.03063 H0 is rejected
Proposed vs OCSVM 2.92511 0.04821 H0 is rejected
Proposed vs CBLOF 2.76699 0.07921 H0 is accepted
Proposed vs IForest 2.68794 0.10065 H0 is accepted

the red dashed circles are the learned decision points that are
identified as the inliers by the model.

In order to test the proposed method the Receiver Operat-
ing Characteristics (ROC) curves are used as a measure of the
performance of the methods considered in this comparison.
ROC curves typically characterize true positive and false
negative rate on the Y and X axis respectively. This indicates
that the top left corner of the plot is the best possible point
— a false positive rate of zero, and a true positive rate of
one. This is not feasible actually, but it does indicate that a
bigger Area Under the Curve (AUC) is commonly better. The
obtained results are exhibited in Table I.

In addition, statistical tests have been carried out in order
to test the significance of the outcomes. In particular, the non-
parametric Friedman test [22] has been conducted. According
to this test, the null hypothesis (all methods exhibit the
same performance with respect to ROC) is strongly rejected.
Consequently, the statistical tests indicate that there are models
whose performance difference was statistically significant to
the others. In Table III the ranking of the algorithms using the
Friedman test is presented. Furthermore, the results obtained
by the post-hoc Holm Bonferroni-Dunn test [23] using the
proposed method as a control method are exhibited in Table
IV. It can be seen that the proposed method performance is
better than the other methods.

Furthermore, it has been used the Precision-Recall Curve
(PRC) that indicates the trade-off between precision and recall
for different threshold. Since high area as possible under the
curve indicates both high recall and high precision. If the
precision is high, then we have a low false positive rate. On
the other hand, if we have high recall, then low false negative
rate is indicated. If both scores are high, which means that the
detector is returning good outcomes (high precision), as well
as returning a majority of all positive results (high recall). In
Table II the results obtained for PRC are presented. The results
of the statistical tests can be seen in Table V and VI.

In order to conduct this experimental study we used the
well-known Python programming language. Specifically, the
PyOD toolbox [24] has been used for the outlier detection
algorithms. Moreover, the STAC web platform [25] has been
used to conduct the comparisons and for obtaining the statis-
tical tests.

IV. CONCLUSION

Significant progress has been made in relation to outlier detec-
tion methods. Many and varied methods have been developed
in order to tackle the problem of outlier identification. The
applications of the aforementioned problem are so many. For
this reason the reliable handling of this problem is urgent and
of high importance.

Ensemble methods seems to be an appropriate and reliable
solution to several problems of machine learning. Thus, the
construction of a new ensemble method for anomaly identifica-
tion is presented in the work at hand. The new methodology is
analyzed and the experimental results indicates that our method
is robust and quite competitive. In a future correspondence,
our aim is to improve the proposed method by embedding
unsupervised feature selection.
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